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1. MOTIVATION
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• For a network topology, the security 
administrators install few components 
to monitor the data incoming to the 
company services

• Usually, a switch mirrors the traffic so 
a sensor can detect a threat

• The sensor raises the alerts to the 
IDS management servers where the 
security administrators can apply 
mitigation policies

• The security administrators 
enforce the mitigation policies in 
the firewall to stop the incoming threat

HOW NIDS USUALLY WORK
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But the real scenarios have more 
complexity

• Human intervention can cause delay 
in decisions that can be automated

• These solutions are prepared for 
single-network scenarios

• Complexity of the network will be 
directly related to delays on decisions 
taken by the security administrators

• Usually, the solution is to stop all the 
user’s network traffic

HOW NIDS USUALLY WORK
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MORE COMPLEX SCENARIOS
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• Multiple stakeholders involved

• Multiple network and computing 
technologies at the same time to 
control (OvS, Iptables, TC…)

• Multiple network interfaces

• Control over multiple devices 
attacking at the same time

• We want to keep flowing the 
legitimate traffic and stop the 
malicious one

• And we want this coordinated and 
stopped NOW



2. WHAT IS A SELF-PROTECTION LOOP?
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• It is called loop because it starts 
identifying the threat in the dataplane
and ends with the mitigation in the 
dataplane, automatically.

• Has mainly four steps: 
- Detection: the system identifies a threat

- Analysis: the system recognises the 
threat

- Decision: due to previous analysis, a set 
of decisions are prepared to mitigate the 
threat

- Mitigation: the system enforces the 
decisions as actions in the dataplane

NETWORK SELF-PROTECTION LOOP
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• Detect and identify real-time threats no matter the complexity of the 
network topology

• Provide the fine grain metadata information about the flow and the 
topology regarding the malicious flow detected
- What IPs and network encapsulation layers the flow has

- What are the points of the network that the flow has been detected (draw the flow path)

- Which are the affected services (related ports and involved stakeholders)

• Provide a set of decisions and actions to be taken to mitigate the threat 
automatically for a chosen set of rules

• Enforce the set of actions to mitigate the threat specifically for the very 
particular malicious flow

• Leave the final user with the benign services active with no disruption

WHAT WE AIM TO ACHIEVE
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3. ARCHITECTURE AND SOFTWARE 
COMPONENTS
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High level integration of the three main Network Self-protection Cognitive Loop components

• Using a message-bus tool as RabbitMQ to exchange information between components

• NFM triggers an Alert à NSH takes a decision about how to perform the mitigation à NSP enforces the 
healing action in the Dataplane

OUR NETWORK SELF-PROTECTION COGNITIVE LOOP
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NETWORK FLOW MONITORING
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NETWORK FLOW MONITORING
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NETWORK SELF-HEALING
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Topology information
Collected by the UWS Resource Inventory 
Agent (RIA) with supported technologies:

• lldpcli: Neighbours inventory

• lspci: PCI devices inventory

• iproute2: Network interfaces and 
namespaces

• lshw: Host hardware inventory

• brctl: Linux bridges inventory

• ovs-vsctl: OvS bridges inventory

NETWORK SELF-HEALING
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NETWORK SELF-HEALING
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Prescriptive Analytics
When an attack has been detected, we need 
to know:

• WHAT action should be taken

• WHERE this action should be enforced

• WHEN it must be enforced

• For HOW LONG it must be active

NETWORK SELF-HEALING
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NETWORK SELF-PROTECTION
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NETWORK SELF-PROTECTION
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• IoT device traffic (VXLAN+GTP headers 
for user identification and isolation)

• Tenant traffic (VXLAN for tenant 
isolation)

• Infrastructure traffic
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NETWORK SELF-PROTECTION
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The same original IoT packet transmitted by an
IoT device or sensor can have different packet
structure with different encapsulation and
tunnelling headers depending on the network
segment.
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• Classifier with re-entrance between headers to
allow a deep packet inspection for traffic with
several levels of encapsulations.

• Support for GTP protocol.

• Support for tunnelling and encapsulation
protocols used in overlay networks such as
GRE, VXLAN, VXLAN-GTE or VLAN.

• The outcome is an extended 5G-IoT key flow
with information about the inner headers that will
allow the enforcement of fine-grained security
policies (e.g. stop the IoT traffic from a single
IoT device) and in different datapaths expected
in 5G multi-tenant networks.

• Modular design allowing for flexible and easy
extension to support other network protocols.

5G IOT MULTI-TENANT CLASSIFIER FEATURES
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4. THREAT DETECTION, PLANNING AND 
MITIGATION
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THREAT DETECTION, PLANNING AND MITIGATION
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THREAT DETECTION, PLANNING AND MITIGATION
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THREAT DETECTION, PLANNING AND MITIGATION
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THREAT DETECTION, PLANNING AND MITIGATION
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THREAT DETECTION, PLANNING AND MITIGATION
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THREAT DETECTION, PLANNING AND MITIGATION
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THREAT DETECTION, PLANNING AND MITIGATION
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THREAT DETECTION, PLANNING AND MITIGATION
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THREAT DETECTION, PLANNING AND MITIGATION
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5. DEMO

resources/Video_Demo_2ndReviewMeeting_ARCADIAN-IoT.MOV


6. CONTRIBUTIONS
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Manuscript for The 31st IEEE International 
Conference on Network Protocols in Reykjavik, 
Iceland, October 10-13, 2023

• Shows different experiments that validate the 
framework proposed as a Self-protection loop 
within the three main network security 
components presented in this project

• Shows promising results with respect to time 
consumed by the framework to detect, plan and 
mitigate a DDoS threat (less than 47 seconds).

CONTRIBUTIONS

34



© 2021-2024 arcadian-iot.eu

CONTRIBUTIONS
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