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- Mirai Botnet Attacks

> Miral ("future” in Japanese) Botnet is a form of DDoS attack
 Sends TCP SYN requests to a large numiber of |P addresses
* |[fthe victim responds these requests then attacker uses the weak login credentials.

 The infected victim becomes a bot which generates attack traffic.

> Miral attack spreads to |ol devices over the network.

> Every device infected by Miral turns into a bot and

generates more traffic than usual, causing a DDoS In

the network. > @
> |t Is crucial to identify not only malicious packets but also /
compromised |lol devices for massive ol networks.

> Successful identification of compromised devices may pave the ways to prevent
the attack from growing with the spread of malware.
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- Detecting Malicious Traffic and Compromised Devices mﬁ

via Machine Learning on the Traffic Statistics

KNnown Basics:

> Compromised devices will try to increase the total traffic to overload the network by sending more
packets.

> Thus, the attack packets that are generated by compromised devices will certainly have some traceable
effects.

Proposed Detection Technigue:

> Various statistics are defined to capture the effects of the attack on the network traffic.

> Machine Learning algorithm, called Dense Random Neural Network (RNN), is used to create Auto-
Associative Memory for the statistics

* "Off-line training” or "on-line incremental training” for malicious traffic detection
‘On-line sequential training” for compromised device identification

This project has received funding from the European Union's Horizon |oTAC - Security By Design loT Development and Certificate Framework with Front-end
2020 research and innovation programme under grant agreement No Access Control
952684%. https://iotac.eu



https://iotac.eu/

- Why auto-associative memory? mﬁ
Q

> Ability to react to anomalies / rare events by learning only the normal operation of the
system

> Does not require data on "attack traffic" for training

> Eliminates data collection via simulations which may be misleading and computationally
INtensive

> Enables real-time (online) training of attack detector on the normal traftic

> High generalization ability
> Towards the changes of the footprints of attacks on the considered statistics

> For the detection of various types of attacks via a single detector
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AuUuto-Assoclative Dense Random Neural Network

Metric
Extraction from
Traffic Packets

1) Total size of the last N packets

2) Average inter-transmission
times of the last N packets

3) Total number of packets that
are transmitted in a time
window with a duration of T

for Attack

Of = min (X*, 1),
O; = q(O;_1W;_4)
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Derformance Evaluation m@

TABLE 1

COMPARISON OF ATTACK DETECTION METHODS WITH RESPECT TO ACCURACY AS WELL AS EACH OF THE TRUE POSITIVE,
FALSE NEGATIVE, TRUE NEGATIVE AND FALSE POSITIVE PERCENTAGES

Attack Detection N ’ , , ‘ N
Accuracy || True Positive | False Negative | True Negative | False Positive

Methods
AA-Dense RNN
KNN 99.79 99.79 0.21 99.75 0.25
Lasso | 99.78 | 99.75 | 0.25 | 99.95 | 0.05
| Simple Thresholding | 93.18 | 93.09 | 6.94 | 93.63 | 6.37

> AA-Dense RNN outperforms all compared methods in terms of

accuracy as well as true positive and true negative percentages.
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| dentifying
Compromised Devices

tttttttttttttttttttttttttttttttttt

possible publication in IEEE Access
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Determine whether a Device is Compromised mﬁ
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n Segquential (online) Auto-Associative Learning mﬁ

> Works in conjunction with the execution of the AADRNN system

> (Offline) Collected data for normal or attack situations is not required

> Only the benign network traffic is used

No [abeling is needed

) Foreach layer/ € {0,...,L — 2}, by using Fast Iter-

ative Shrinkage-Thresholding (FISTA) [46] algorithm,
we first solve

2) WiL_lvis randomly- geherated from uniform distribu-
tion in range |0, 1].

1%}1311||X’,;:—adj(§(Xi, LDEH W st Wi >0, | 3) Wi« (XEW!_)TY}, where AT denotes the
’ pseudo mverse of matrix A.
where the matrix of weights W = has randomly gen-

rand
erated elements in the range |0, 1. In addition, adj(A)

1s a linear mapping of elements of the matrix A into the
range |0, 1], applies z-score (standard score), and adds
a positive constant to remove negativity. Then, W} < (GTAC - Security By Design 16T Developrment and Certificate Framework with Front-end
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- Derformance Evaluation

Network with 24 IP Addresses Network with 107 IP Addresses
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> Almost 100% median for Balanced Accuracy, Sensitivity > Performance decreases for a larger network set-up

and Specificity > More outlier IP addresses with low identification

> Only 2 outlier IP addresses for which the Balanced oerformance
Accuracy I1s 72%
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Adversarial RNN for
Cormected Devices
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RNN for Network-Wide Attack Assessmentm@
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- Derformance Evaluation and DiscUssions m@

on 107 IP Addresses

ldentification for Single Node Decision Adversarial RNN for Network-Wide Attack Assessment
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> Performance is significantly increased by Network-Wide Assessment via Adversarial RNN
*Only one outlier IP with zero Sensitivity  *More than 60% accuracy for all [Ps

> HIGH SCALABILITY
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